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loT Trend

Internet of Things
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Global Number of Connected loT Devices &% 10T ANALYTICS

Number of global active loT Connections (installed base) in Bn
25-

Wireless Neighborhood
Area Networks
(WNAN)

B sG
Other

204

15-
Cellular / M2M

B wired
107 LPWA

| Wireless Local
Area Networks
(WLAN)

B Wireless Personal
Area Networks
(WPAN)

0
2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Ref: loT-Enabled Smart Sustainable Cities: Challenges and Approaches Smart Cities 2020, 3, 1039-1071; smartcities
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Industrial Consumer / Mass Market
loT loT

Embedded low cost controls
Phones
Wearables

PLC / HMI

Entertanment Devices
Appliances / HVAC

: \ N WA 5
= \/\_/ 6'@
Maintenance S Secunty / Lighting
‘ ' Retail Systems (Vending)

Industrial Safety Vehicles and Fleet Management

Ref: https://www3.technologyevaluation.com/research/tec-report/prophecy-iot-uncovering-the-mysteries-of-shop-floor-operations.htmil
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Corporate - Gather Data from Entire Network

ERP - SAP, Oracle, other ERP transactions
- Secure Virtual Private Network (VPN)
)
CLOUD+ ERP
Factory - Industrial Data Center (IDC)
- Network Architecture (MDF & IDF)
MES - Data Historian
Digitization - Genealogy / Track & Trace
- Batch / Recipe Management
- Reporting
- Dashboards / Visualization
Lines - Process Automation Controller (PAC)
- Safety Controller
SCADA - Remote 1/0 Control

- Process Controller

- Industrial Networks
(Ethernet/IP, ControlNet, Profibus, Modbus, AS-/, etc.)

- Operator Interface Terminal (OIT)

Machine Controller

Devices = ey - Variable Frequency Drive (VFD)
- » ‘ & Il it - Motion Control / Servo
Instruments e | - Process Instrumentation
Sensors ﬁ,'. ,'1}'. -/ - Line Awareness
1n o e ~ : - Sensors
lloT Sk F § [l PEEEE
e BN omee ™

Ref: https://www.cates.com/industrial-automation-system-integrators/
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wf & % O-OF @ 4 \J Corporate - Gather Data from Entire Network
¢ T H I N G S-’*-' ERP - SAP, Oracle, other ERP transactions
7 A _ y 1 - Secure Virtual Private Network (VPN)
Qs 2N 6
Factory - Industrial Data Center (IDC)
- Network Architecture (MDF & IDF)
MES - Data Historian
Digitization - Genealogy / Track & Trace
A I OT - Batch / Recipe Management
arifcal ittigence of Things - Reporting
- Dashboards / Visualization
Lines - Process Automation Controller (PAC)
- Safety Controller
SCADA - Remote 1/0 Control
Machine Controller - Process Controller
- Industrial Networks

(Ethernet/IP, ControlNet, Profibus, Modbus, AS-/, etc.)
- Operator Interface Terminal (OIT)

AloT

Artifical Intelligenc of Things

Devices - Variable Frequency Drive (VFD)
- Motion Control / Servo
Instruments - Process Instrumentation
Sensors - Line Awareness
- Sensors
lloT

Ref: https://www.cates.com/industrial-automation-system-integrators/
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Level 5 ' Saas PaaS laaS Third Parties Services
. Level 4 ERP SCM S&0P CRM MRP TPS ESS
E : Production and supply
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" : chain management and
10T A _ _ 5 planning (manufacturing
Level 3 Al ) Historian MES : and enterprise operations)
eve -
Dashboards & lloT Platform WMS Track & Trace
Displays Lo
Ak A
SCADA RTUs PLCs DCS HMI :
Level 2 A 5 Industrial control and
E E _?uuununuunuuuqu»uuuuuuuuuni : Supem|5i0n devi[es and
".l"i' ‘, : systems
Level 1 ({o\fv lloT Sensors C lloT Actuators (¢ SIS
| W (v |
e e e e e e e e * .J ........................................ g ..................................... * .............................. .
Level 0 Raw Materials MANUFACTURING PROCESSES AND EQUIPMENT Finished Goods Manufacturing processes

Warehouse Warehouse and machinery

Ref: https://omdia.tech.informa.com/OMO022356/Fundamentals-of-Security-Operations-Solutions-for-Operational-Technology-and-the-Industrial-Internet-of-Things
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Transformers

MAGAZINE
Search SUBSCRIBE TO MAGAZINE

Transformer
testing course

Open for
reglstratlon'

BUSINESS

Related News

Siemens to build digital substation with grid OLC Dynamic Testing

IOT applications ln Norway Guide is now available for

corporate subscriptions!
Ref: https://transformers-magazine.com/tm-news/6929-siemens-to-build-digital-substation-with-grid-iot-applications-in-norway/ -
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loT

Communication
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Evolution of
Communication
Network Standards
and Their Age of data
Implications il

WL @ HD content
kr <
a o

— 2019
Online games Peak data speeds
@ Browsing of 10 Gbps and
1 millisecond

|C3l Video calls latency
2010

Social media and

collaboration

@ . . Peak data speeds
Social media of 100 Mbps-1 Gbps
- Emails
3G 2002
a SMS/MMS Peak data speeds
of 2-2.5 Mbps
1991
Phones and pagers General Packet Radio Service
{GPRS) introduced with data
speeds of S0 Kbps-1 Mbps
1980s
Maximum speed
of 2.4 Kbps

Ref: Everest Group SG-An Enterprise Primer
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Bauq - 850/1900 MHz
900/1800 MHz
Mbps
Kbps '3 Short R 2.4 GHz
ort Range
: ' MBysy  , ssiGFox
©Bluetooth [N} e eSIGEOX
bps THREAD @ R, I-gRa O
u

» Range
10m 100 m 1 km 10 km
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* Not compatible with frequency plan in Thailand

* Very high chance of interference US915 band

895 MHz 902 04+ 8 uphrs chamets

Up 6448 channels

Down 8 channels

23y wao 4 o a2
Figure 1: US802-628 channel frequencies

P AS923 band
Mobile Downlink (Tower to Phones) 920-925 MHz
Thailand AlS TRUE I0T/RFID Vo 8 ctisiiaeie
(923.2, 923.4,
ey 924.6)
895 MHz 905 MHz 915MHz 920 MHz Down 8 channels
Source (mod.): as.85MpIW nasdwsd, @lnou nany. +RX2
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IT, OT and loT categorization

Technical loT setup >

Consumer Enterprise

| IT* | loTonly Both OT and loT = lloT

Laptop or Connected Completely PLC-connected On-premise- Off-premise Off-premise cloud Remote
smartphone  consumer device | unconnected asset asset connected asset connected assets connected assets  connected assets

R‘mote off- ) =0
premises TITI )
server =0

(0]

1 ” 14 | 4
mWAMconnodﬁwz:ndud(wiudmd]othm
2 l:.*"ﬁ“*_"'s.m_l l":.ﬂf'."_":m*_l r:::**_gfr.l F:\tgtl
etk D B | LR L L
= | | | |
= l T v i 3 .
| ooo | ' ooo | I ooo | | ooQo I
i’ | iy
__/ : | I 1 | | : | | L
(( \\\ ﬁ Dm0 | ﬁ O I I i A=
n ﬁ BG Z A5°2! ! | Z

% % (%% (X%

* [T security is not limited to consumer devices, only part of IT security is mentioned here. Source(s): loT Analytics research

Is the setup considered 10T/0T? / = yes X =no
Ref: https://iot-analytics.com/
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Six principles of loT Cyber Security across the stack

* . . N
User Device(s) ‘ Gateway Connection Cloud Applications
loT Jop [0
L : :m o CRM ERP
Solution : ) Q‘ g ) y :
Elements - i 2 . ' ' Analytics |
@ m Platform | SCM PLM
A. Secure Device (Hardware) B. Secure Communications C. Secure Cloud
o Device intelligence ODeuice initiated connections 6 Identification, authentication
Important : . and encryption
Edge processin Messaging control
Security 9 E€P e o Ene

Principles

D. Secure Lifecycle Management

oﬁemnte control and updates of devices

Ref: https://iot-analytics.com/
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TAKECONTROL ~ STEALINFORMATION = DISRUPT SERVICES

Controls for smart door locks and |
lighti t be vul ble.
ighting systems can be vulnera R PR
Infot ailn At devices can tell
systems offer a hacker where
Door locks multiple ways you are.
have been into a car's P k
unlocked electronics. c:ﬁ%’:’ "e
) remotely.
* ' y attacked
remotely.

Malware- High-capacity
infested insulin pumps
refrigerators are vulnerable.
have sent |

spam,

Hacked vehicle-

e control systems

[ i can allow remote

control of brakes.
N ——r

llustration: J. D. King Ref: https://www.pubnub.com/blog/10-challenges-securing-iot-communications-iot-security/
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ISO/IEC 25040:2011

Systems and software engineering — Systems and
software Quality Requirements and Evaluation (SQuaRE)

|SO/|EC 27000:2018 — Evaluation process

Information technology — Security techniques —

Information security management systems — Overview
and vocabulary

ISO/IEC 15408-1:2009

Information technology — Security techniques —

Evaluation criteria for IT security — Part 1: Introduction
and general model

ISO/IEC/IEEE 29119-1:2013

Software and systems engineering — Software testing —

Part 1: Concepts and dEflnltlonS Ref: https://www.iso.org/home.html
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Industrial loT
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ARDUINO

IOT CLOUD
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Arduino Nano 33 Arduino, Nano 33 Cytron UNO Arduino UNO WiFi
loT with Headers IOT Module,... (Arduino... Rev2.0 Dev Board
THB 1,116.65 THB 725.31 THB 838.05 THB 1,653.45
Cytron Technologi... RS Components T... Cytron Technologi... Cytron Technologi...
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UIATFIUHARNUINDAAIVNTTY

oo > THAI INDUSTRIAL STANDARD

uon. 30166-2564
), ISO/EC TR 30166:2020

dumesiiinvasasInas (Internet of Things

- d a 0 W
(IoT)) — BumRsIIAURNET WA MTURREMNTSY
INTERNET OF THINGS (loT) — INDUSTRIAL loT

AN TFIUHARAINIDAE NN T T

n'szqumamnsm S 35,020 SN G78-616-580-155-3
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& sHunow nans.
nans. INDIUANLENSSUMSTTDNMISNS:DEIAED omsinsriAu 1a:nomsinsauuALIRYNG

1. Hantnrunnisauny1alRldAdundwiiEnu cvo — V& WN:LTSas

2. nasgiunmvinatavavlASavinsAuuAuLa:aUnsal &HSulASavIngAuUAUAlLlEUs:1NN Radio Frequency Identification: RFID

3. ;asgunvtnatdauavlAZavinsAuuAuLa:aUnsaidHSULASDVINgAUUNAL Us:Lnn Radio Frequency Identification: RFID

lonans 3 taudioduaiuisaasuladod

1. aUnsaidvdrununculSansilulygus:tAn RFID a1saldnualdi 920 — 925MHz

2. MavdvoanoymaAauyauuulolvnsoUndovluiiiu 4 500 ( Power : 4 watt )

3. aUﬂsruuuumaaauaanmmnauuauquaIrjnsaUﬂIumu 50 Daajaa ( Power : 50milliwatt ) [dSuanduludavlasuluounuialdni O i3 pltin

wa:un EJEIIFIEJOLFISBOJI"IE.‘IFILILI'I A Ullﬂ:tUﬂL!fH"IﬂtHﬂﬂaﬂ'l LDFIE! AuuAU wdlulasven I.JLIIUEL!TL—!'IUIH FI'IE*J lFISEhJJf"IE!F'IIJU"IF‘I U

4. gUnsaiBoinmavdvoonaimAauyauuulblunsaUnluiiu 500 Jadiad ( Power : 500milliwatt ) IdSuaniduliidovldsuluauryalfio I3 ua:uh

aonBulASovingAuuAULa-luaunaliduamdsngauunauudibldsvaniduluoungialini Und ua=AmdoiAsSavIngAuUnAL
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» % ELECTRICAL AND ELECTRONIC PRODUCTS TESTING CENTER
& National Science and Technology Development Agency 2T N
# Ministry of Higher Education, Science, Research and Innovation RSCTISKTS 17025

TLCETRE A Al [LICTRAME: FE0c 12 TOS WG EINTER TEETIiG B3l

1. Summary of testing

This product was tested according to NTC TS 5001 — 2550: Safety Standard for the Use of Radio
communication Equipment on Human Health — Limits and Measurement of Exposure to Electromagnetic
Waves in the Frequency Range of 9 kHz — 300 GHz.

Test item Description Test method Result
Electromagnetic NTC TS 5001 — 2550 IEC 61566 PASS
Field Strength Clause 5.2 Limits of electromagnetic field
strength for general public exposure group
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n1nagaussuulelaiianamnssy Industrial loT

q'muauamuqﬁuazmm'ﬁu (Climatic chamber) WavALANAANTIIAAAN
qu Testa TT/CT (Environmental testing Walk-in chamber)
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© eclipse

SIEMENS

Ref: https://www.siemens.com/global/en.html
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SIMATIC. I0T2050 I lOT SIEMENS
External interfaces - lingewuity for life

(1) 2x Ethernet Interface 100/1000 MBit
(2) 2xUSB20

(3) Display Port Graphics

(4) COM interfaces (RS232/422/485)
(5) Power supply connector

(6) User Button (free programmable)
(/) 4 LEDs (2x free programmable)
(8) RESET Button

(9)  Markup for Antenna extension
(10) ARDUINO shield cover

(11) Top Cover

(12) pSD card slot

(13) SIM card slot

Restricted © Siemens 2020

Y Ref: https://www.siemens.com/global/en.html
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lloT Dashboard

Dashboard is a part to display website

B Piode PED: TRMEBZIC W ;3 Moo WD Durbbaed

& 0| D1RweIm e

MACHINE 1

L 3

State NORMAL

STATE MODE

L

4 1

Product every 30 min

AG 20XX
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w o L] o inan - ingliowt =

MACHINE 2

State NORMAL

STATE WICDE
4 1

Product every 30 min

MACHINE 3

State NORMAL

STHTE MIDE
4 1

Product every 30 min

Calculate :

|dkata 1+ Sala Feddala - dala 4= Sala 5

AMSWER
OATA 4 w & oA
DA 2 w T A
OAETA S w B oA
[ITA 4 w ol oA

Ref: 10T2000 Getting Started I0T2000 with Node-red Restricted © Siemens AG 20XX.
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lloT Application

Machine Monitoring System

PSU-mms-loT Module

KPS AUTOMATION

Sensor 1: Data Collect 3G/4G Internet
ata Collector
w
m
3
o W
- @ Data Collector
=
: N
Sensor 2: ﬁf; o
ik &
< PSU-MMS-loT = Sensor Interface Module
9 Module LA
c
Sensor 3: y
—P
aneidaaluils Sensor 3 49
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lloT Application
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Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO) Y
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PHYSICS & IoT ENGINEERING By loT & Information Engineering
SYSTEM IN‘S:PEZTO§ AssganAnolr; DUAL DEGREE PROGHAM School of Engineering K“|TI-

Ref: https://www.linkedin.com/pulse/statistical-data-analysis-transformer-health-index-asset-waqar-

PLANT WELLNESS WAY

Health Functions
Sustained to Cause
Highly Reliable
Components at Least
Microstructure Stress
Conditions

Part Condition

PRECISION
MAINTENANCE

Source: Health Index by Paul B Price MSc, Reliability Consultant Ti me
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ESiC Why monitor temperature in a transformer?
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Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)

1,000,000 Hours
1500 Months
125 years

1000000

100000

10,000 Hours
15 months
1.25 years

10000

1000

LIFE - HOURS

Factor: 100 ll

o ey |GEm e

10 !

-

90 100 110 120 140 160 180 200 220
HOTTEST SPOT TEMPERATURE - DEG. C

Figure 1—Minimum life expectancy curve for liquid-immersed distribution, power, and
regulating transformers rated in accordance with IEEE Std C57.12.00-1993,
65 °C average rise, 80 °C hottest-spot rise

4

IEEE—- Hot Spot Temperature and Transformer Life ';JNlP@VER

NGINEERING
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Why monitor temperature in a transformer?

Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)

’ Tap CT: 0.37%
Failure Changer; Winding;
S 31.16% -37.69%
localization in .
Substation l
Transformers
(536 major /
: 0
failures) 37,69 %
: otV

Cooling
unit; 1.12%

Tank; 0.75%

Flux Shunts; Lead Exit;

0.37%4 core and 5.78%
magnetic : Insulation;
circuit; | Bushings; Screen; 2.43%
2.61% 17.16% 0.56%

Substation Transformers (536 major failures)
Source: Transformer Reliability Survey — Tutorial of CIGRE WG A2.37

UNPEWER

ENGINEERING
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ESIC Why monitor temperature in a transformer?

LECTRICAL

ST neetron sscoton Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)
CAUSE OF FAILURE NUMBER | TOTALPAID Insulation Failures
insulation Tailure 24 149 96/ 277
|Design- Material workmanship| 22 I 64 696 051| /
unknown 15 29 776 245
oil contamination 4 11 836 367
| [Overloading | 5 |  8568768|
Fire / Explosion 3 8045771
Line Surge 4 4959691
Improper Maint / Operation 5 3518 783
Flood 2 2 240 198
Loose connection 6 2186725
ighting 3 657935
Moisture 1 175 000
TOTAL 94 286628811 $
N SOURCE: HSB, International Association of Engineering Insurers, UNI ﬁ
Analysis of Transformer Failures, 2003
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ELECTRICAL
SRR Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)

FISO’s Solution: EasyDisk

&

TPT-62
Blue Slitted PTFE Sensor Tip
—— . elow PTFE Spirl Whes \ @ 0.85mm '\\ @ 1.1 mm (Max)
\ A3.15mm | g
\ \ EasyDisk — \ /
! E—— N R = 4
@?9.1mm ' = RS

v SensorLength

The industry’s only IEC60076-2 Annex E
ol compliant sensor UNIP@VER

ENGINEERING
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Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)

Deciding Quantity and Location

[ e

[ [ [solsl[s

HV winding

LV winding

Single Phase / 3-phase
Top Oil / Bottom Oil
Core

Redundancy for critical
points

Type test, FAT, or
on-line monitoring

UNI
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Sensor & Spacer Installation 1

UNI

ENGINEERING Ref: Transformer Winding Direct Hot Spot Monitoring, Chad Clark (FISO)
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SYSTEM INEPEITOﬁ ASSOCIATION MAN AG E J’
TRANSFORMER | \‘
PERFORMANCE 3

M g '
IMPROVE '
LIVE-LOADING
EFFICIENCY

The industry’s most user-friendly
& cost-effective solution
for transformer hot-spot monitoring

LIFETIME

-

il
= .

Ref: Transformer
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ECOTAP VPD @

THE COMPACT CLASS FOR
DISTRIBUTION TRANSFORMERS.

Ref: https://www.reinhausen.com/productdetail/on-load-tap-changers/ecotap-vpd-iii
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ES I ( Measured values Control parameters Communication
ELE ICAL

ST neetron sscoton Ref: https://www.reinhausen.com/productdetail/on-load-tap-changers/ecotap-vpd-iii
Transformer

Tap position A

8
j ; 7 2329V
6
Voltage Events
QO =—— 2295V 230.0V 5s

duU
— -0.2%

Current 2271V

) 00 A Information
Power factor v
‘lll|||||I||I|||HH|IIIIIIIIH|||||||||‘
N 14:36:20 14:36:50 14:37:20
®@EN  2]L0GIN O REBOOT 25.03.2021 14:37 @) = Settings
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|
|
|
|
|
Connectivity : Secure Secure
1 Protocol Protocol
’ \ |
|
l
4 F an b :
® ! Device support
l ’
WiFi LoRa : l !
NB-loT Sigfox |
- | J

MONITORING PARAMETER

» Top oil Temperature
* Ambient Temperature
* Power meter

2 Volt

2 Amp

T Freq

GPS O pf
PT100 Power Meter i P *ECOTAP (Optionat)
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ECTRI NGINEERING BY 10T & Information Engineering
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F Asadi, S. Phumpho and S. Pongswatd Energy Reports 6 (2020) 807-813
Sensors and actuators Device IOT Device IOT Server 10T User
»
\\ E % Smart phone

Ubidots Server z D
A Wl

ADSL WiFI Router
Laptop
—— e |

Desktop PC

Fig. 1. Concept of IoT System Architecture.
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Simulate read data from power meter via Modbus RTU

o] Flow 1 Flow 2 + || = iF debug i |9 ||| -
| B T selected nodes o
udp [ . .
[ Modbus Read -~ ———  Modbus Response ~
= == - | pon o v { data: arrap/10], buffer: buffar/20]}
| serial m B active { 20 msec. ) @ [13300,17300,1610Q 22601,22609,22708,39050_33500,33600,5000]
. y .l 24/8/2563 15:01:58 node: 2b4846f 97 3fba
 phject
v output _ = data: amay{10]
2 Modbus Read -~ ———  Modbus Response : 0: 18300
E @ active { 20 msec. ) @ [183200] ll 1: 17300
C - o 2: 16100
B, onve v1.6/devicesitestt/il
&L link | 3. 22601
) B connected 4: 22609
O mat | 5: 22708
e oo (5] — N
lrhttp response | ) @ acive ( 20 msec. . [17300] 7: 38500
L ‘ ) Convert Iv1.6/devices/test1/i2 8: 38600
() websocket | | 9: 5000
- B connected
¥ buffer: buffer/207]
(B ti:p |
= 24/8/2563 15:02:06 node: 2b4846f c973fba
L g | L Modbus RESDOI"ISE e - msg.payload : Object
udp = - . —yrp—— __‘ 1
- 3 » { data: arrap/10], buffer: bufferf/20]} -
E=d o - D + e |1_|
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DGPT2®
protection relay

Top oil temperature alarm
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Oil level alarm

Pressure relief trip
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Primary Secondary
terminals terminals
Transformer
Oil
Transformer Oil Properties Heat (38 22,5, Hea
* Critical part of the insulation system -
Excellent dielectric properties ..«
tube 7
* Cooling the transformer -
Excellent heat transfer properties v
\‘?f

Ref: https://www.electrical4u.com/transformer-insulating-oil-and-types-of-transformer-oil/
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n
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How are fault gases produced?

» Thermal & electrical stresses Omem H,
* Exposure to air
* Cellulosic insulation starts degrading “?“ CHy
« Contaminant induced chemical reactions
CZHB
s LY
Chain breaks Gases ~{TD-e CH:
+
Molecular rearrangements | BeE €0
CO
g0
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1. Gases

1 FAULT GASES

2. Present in very small quantities (ppm)
3. No bubbles, i.e. dissolved in oil

Carbon dioxide (CO,) Hydrogen (H,)
Carbon monoxide (CO) Methane (CH,)
Ethylene (C,H,)
'::glcatesa leak in a sealed Ethane (C,H;)
gnvcg:::;:: 'i:;sulation Acetylene (C,H,)

\ 4
Indicates developing faults

Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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METHANE
(CHy)

ETHANE
(C2Hg)

ETHYLENE
(C2H4)

ACETYLENE
(C2H2)

Figure 1. Hydrogen was generated in the transformer oil because of overheating on a low-voltage bushing connection owing to a loose nut on a 500-MVA
generator step-up transformer. A hydrogen monitor alerted the owner to the problem. The transformer was repaired on-site.

COMBUSTIBLE GAS GENERATION VS

IoT System & -
ES I C I i D I E | Sranerig P“vq ! 0! APPROXIMATE OIL DECOMP OSITION TEMPERATURE

PARTIAL DISCHARGE (NOT TEMPERATURE DEPENDENT)
[ RANGE OF NORMAL OPERATION

HOTSPOTS

- »>
(OF INCREASING
TEMPERATURE)

ARCING

65'C

CaHg>Cotle _/

TRACE ™

g

o
C2H2>10% of CaHg— g

150°C

GAS GENERATION (NOT TO SCALE)

APPROXIMATE OIL DECOMPOSITION
TEMPERATURE ABOVE 150°C
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DGA Gas Interpretation

| | | L | | | | |
Moisture ] .
Oxygen (] [ ]
Carbon Monoxide ] =
Carbon Dioxide L] . [
Methane ] [ ] [ ] L] [ ]
Acetylene trace = trace
Ethylene [ ] trace (]
Ethane = L] L]
Nitrogen
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Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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CO H2 CH, CEH a CEH A C.EHE co HE CH, EEHﬂ EEH p II:EH2
gas gas
partial discharge in oil arcing in oil
1 Dﬂ I | | I I I 1 m ] | |
85
n Bﬂ I~ o Bﬂ I~ .
g g .
T 60 c 60 .
E 40 - E 40 - .
= 2 30
o =
¢ 20r 13 T 20+ .
5 3
0 i 1 ! i 0 1 .—-2 —
CO H, CH,C,H;C,H,CH, CO H, CH,C,H,C,H,C,H,

gas

gas

Ref: https://www.researchgate.net/publication/264235968
High Voltage Power Transformer Dissolved Gas Analysis, Measurement and Interpretation Techniques
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Schematic of Gas Chromatography (GC)

inert A | i

carrier gas

Transformer I
womse | Y U\ I\
analyzed > 1\ 1\ 1\ 1\ 1\

Injector Gas separating Detector Signals for gases of Signals for other
valve column interest compounds

Ref: https://www.doble.com/dga-monitors-using-gas-chromatography-gc-measurement-methods/
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9 key Gas Chromatography

|

1.2

CzHs

C,H,4
C,H, h

<
@

CO,

Detector signal (nA)
R >

o
N

0 2 4 6 8 10 12
Time (min)

Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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Test Results Test date : 2018/02/19 Test date : Generation rates
Component Gas Test No.1 (ppm) Criteria Test No.2 (ppm) Criteria (ppm/day)
*H, (Hydrogen) 18 <410
*CH, (Methane) 42 < 410
*CO (Carbon Monoxide) 339 < 950
CO, (Carbon Dioxide) 4494 < 3300
*C,H, (Ethylene) 0 < 410
*C,Hy (Ethane) 0 < 410
*C,H, (Acetylene) 0 < 100
O, (Oxygen) 10467
N, (Nitrogen) 65772 .
*TDCG (Total Dissolve Combustible Gas) 399 < 2690 \ e
; — G&Q
Test Result O Normal Under Investigation [0 Abnomal 6"»
o'
Instrument Test : Myrkos Transformer Fault Gas Analyszer, Morgan Schaffer, @@Q
o>
wufire CO, 1fian mnnuﬁ'nqq n’immn Thermal Heating \V_

uuauﬂmmmnmuuaunnfe (6-12 {now) moqum?uun'mﬂmquﬁw
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i T e
Capacity Water | Power Factor | Interfacial | Neutralization
B (kVA) o Content | at 25, 100 °C | Tension Number
TR-1 1250 Normal Pass - - Pass
TR-2 1500 Under Investigation Pass - - Pass
TR-3 1500 Normal Pass - - Pass
TR-4 2500 Normal Pass - = Pass
TR-7 1600 Under Investigation Pass - - Pass
TR-8 2000 Under Investigation Pass - - Pass
TR-9 2000 Normal Pass - - Pass
TR-10 2000 Under investigation Pass - - Pass
TR-11 800 Normal Pass - - Pass
TR-12 1250 Under Investigation Pass - - Pass
TR-13 1600 Under Investigation Pass - - Pass
TR-1{vavin) 630 Normal Pass - - Pass
TR-2(nenin) 500 Normal Pass - 2 Pass

ua DGA (Main tank  #iaeel9 ) wurdanas Combustible Gases annis e, fina CO,

CO, (ufaatanIT@#anTe4 Solid Insulation) Ffurannd anuudiaula
2

-7 TR-2 TR7 .TR-8 ,TR-10 us TR-12 wufing CO, Aaudinge

-31@ TR-13 wuia CO ,CO, rauiinega

ua Water Content ( Main tank  éi29tin4 ) finag luneusitniassurasulfa
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The conceptual design of the power transformer monitoring system D G A online

(Transformer Health Management System)

Transformer Management Center

Redundant server

Computer server Wtk stitios

e,
D
« >

O ‘ |
Computer serg@es \’f‘
- : i

-
2 IEC 61850

mobile device

--------------------------------------- . |EC 61850
Existing SCADA |

L

| PEA’s Communication Networks o

D8 -
"""""""""""""""""""""" maobile device

Qpticallfiber sl ;
IEC 61850 IEC 61850

IEC 61850 IEC 61850

able to extend in the future

Ref: Ref: Power Transformer Monitoring System (PEA)
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Oil loop installation
r 1

Oil from

il back

to PT Single valve

installation

Monitor

(a : (b)
The possdole valve locations on a power transformer

Ref: https://europepmc.org/article/med/31546981
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EGAT South Bangkok Power Plant in Substation

Ml A
‘,|;" | l:

| l"
'1‘ \“ I"T""
V"W" Q

)\ U|
qu J.-

Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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EGAT Jombung Ratchaburi Substation Thailand

Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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Deployment Strategy and Interchangeability Concept

E - When an alarm is triggered...the Diagnostic value
= . . -
1t

is required to understand the nature and severity of
=
™
N

the fault.
=)
WE

When the condition assessment requires On-Line DGA to
maximize protection of a faulty transformer, take full
WE ./
% 3
Crical 1

advantage of the interchangeability feature of the
b
e

Calisto series and install a Calisto 5 ora Calisto 9
auAugnsIvdauszuulnii (ESIC) WJuasAnstuihdiunsnsraaauszuulniiauinasgrunsluyssmanazinaussme

Multi-gas Monitor.

Critical 2

Ref: Calisto Online DGA Monitor Transformer Monitoring Solutions
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Sensors and Materials, Vol. 33, No. 7 (2021) 2415-2426
MYU Tokyo

S&M 2627

Automated Dissolved Gas Analysis Report Generator
for Monitoring Condition of High-voltage Transformers

Passara Chanchotisatien!” and Suwilai Phumpho?

1School of Information. Computer and Communication Technology.
Sirindhorn International Institute of Technology. Thammasat University.
Phahonyothin Rd.. Khlong Nueng. Khlong Luang District, Pathum Thani 12120, Thailand
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(Received January 31. 2021; accepted June 16, 2021)

2415

Keywords: dissolved gas analysis, Power Automate, web application. DGA. report generator, SharePoint
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Four Methods

ndividual + TDCG concentration check
Rogers method

Doernenburg method

Duvals Triangle
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OPERATING SATISFACTORLIY

101 = H2 < 700
121 = CH4 < 400
S CHHZ =B
51 < CHd < 100
o GG o 100
51 = GO 5T
25 = CO2 < 2500
T2 < TOCG = 1820

{ COMDITION 1: TRANSFORMER ]

GREATER THAM NORMAL

COMDITION 2: INDICATES
COMBUSTILBLE GAS LEVEL

T = H2 < 1800
#1 < CHa < 1000
10 = CZEHZ = 35
10 < CEHE < 200
1 o CEHE = 150
571 = GO 1400
A = GO < 10000
1831 = TOEG « 4530

Individual +
TDCG
concentration
check logic {

!

COMDITION 3: INDICATES HIGH }

LEVEL OF DECOMPOSITION

|

CONDITION 4: INDICATES
EXCESSIVE DECOMPOSITION

< 3 & o v & 1
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Doernenburg method logic

> NO FAULT

RA RATIO
ANALYSIS
NOT
APPLICABLE:
RESAMPLE

R1=CHy/H;
R2=C;Hy/CaHs
R3=C3H;/CHg
R4=CyHe/CoH;

PARTIAL
DISCHARGE

FAULT NOT
IDENTIFIABLE:
RESAMPLE

DISCHARGE
ARCING

FAULT NOT
P IDENTIFIABLE:
RESAMPLE

THERMAL FAULT
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R2 CASE O
0.1 Y —= NO
FAULT
N
CASE 3
R1=CH4/Hz LOW TEMPERATURE
—= THERMAL
R2=CzHzCaHa OVERLOADING
—-

R5=C;H,/CoHg

CASE 4
THERMAL
<700C

Roger’s
method e

logic

=700 C

CASE1
PARTIAL
DISCHARGE

CASE 2
HIGH-ENERGY
ARCING
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%CHY < 98%%

PARTIAL
DISCHARGE

L

LOW EMERGY
DISCHARGE

13% = WC2H2 = %29
23% < C2H4 < 38%

L 2

HIGH ENERGY
DISCHARGE

WC2H2 < 4%
%02H4 = 20%

"
THERMAL FAULT =
300 DEG C

r

Duval's |
Triangle logic =

k.,

%C2H2 < 15%
%C2HY = 50%

h J

THERMAL FALULT =
FO0DEGC
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MANAGEMENT

. Manufacturing overview dashboard

. Overall equipment effectiveness

. Availability

. Performance efficiency

. Quality rate

. Real-time equipment monitoring & control
. Real-time energy monitoring

. Real-time notifications

. Equipment reports

. Reduce Operational Costs

Au1ANRATIVERUTTUULNTN (ESIC)

IoT System &
Information
I Englneermg

(KMITL|

AN TENTECH

PHYS!IoT AloT

oT ENGINEERING By loT & Information Engineering
DUAL DEGREE PROC School of Engineering KMITI.

> TENTECH ey

'(mﬁl"‘ | S |Lnﬂ‘ R T — |u-z | Vet e S— 'Ll-l § e § e—
“we - “we L anc L oo L

. " ™
T S “’. [ [C I
" ’ "
— et Vo

b s

b . P

CVWV“POOO

Cutaid Dwiad
easmm——— ——te

b g - g L - ’ [ . [ N

e g » N o wwn o C L N - L T
o g T

Actes Pomver Raal-Timal Acies Power Bea-Timel

N-E =9 r N 1Y e
__// J _,JP\J/-\U =3 r“' — \J, _‘dr

WJuasAnstuihdiunsnsraaauszuulniiauinasgrunsluyssmanazinaussme



AN TENTECH

ESIC/, icre)== PHYSIoT AloT

LECTRI 1CS & YoT ENGINEERING By loT & Information Engineering
SYSTEM INSPECTOR ASSOCIATION DUAL DEGREE PROG School of Engineering KMITI.

Building Platform Solution

by |

124,854 Baht v 22% oaec Sunny -0~
¢ Real-time energy monitoring Saved this week
42%
e Real-time power quality monitoring 22":"‘I
e Continuous data analytics tools *

: . Celsius  Fahrenheit
¢ Insight analytics 4mis A |
e Real-time notifications
e Potential cost saving identification | l o070 Monday i~
e Saving tracking and prediction 15 June 202z
* Energy report . | o Tuesde

. o uesday
e Reduce Operational Costs 22 16 June 2022 >
62.85kWh +10%
“ P : . 540 Wednesday "::“';‘b
. . ; l . 17 June 2022
s l
G = 3 i B 125.5 Baht +12%
Energy Billing Air Quality
Management Management Management
Ref: https://xten-technology.com/
Platform Platform Platform

AU1ANENIIAFaUTEUULINTN (ESIC)

< 3 & o v & 1
Jussdnstuidiumsasiadeussuulwimuuinsgrunslulszmanazatalszme



Ta 1= iy Vel
E Engxneerlng 0
ECTRI ENGINEERING BY loT & Information Engineering KMITI_

SYSTEM INSPECTOR ASSOCIAT\ON DUAL DEGREE School of Engineering

AUEIO |
JSunsuthsu
ADILTU

[dOVSUNIUL - [ i .
’

nAMau

stuuasddiaamwaimantdinalulad (loT)
twauwlhmsnsnmammlUuIUam\)swsu
na:ous:=ansnmwuindu

(7))
||I @

s1gviunaisealng azada {Gviuvg ASUNAGNIWIIMA

domudayaamwaimeld wWhiivdayaniuszuu Samamwaimaldsankaie
aghvindda saulad [dnannanal

https://www.saijai.tech/
AU1ANENIIAFaUTEUULINTN (ESIC) JuasansvuihdunsasradaussuulnihaunasgrunslulssmanazinsUszmea




IoT System & 7 T,
Information ‘ M
Englneerlng

ELECTRI s ITL NGINEERING B 10T & Information Engine = KMITL
SYSTEM INSPECTOR ASSOCIAT!ON DUAL DEGREE School of Enulnoarln!l

szuudanunIwuladgUasal 1oT
a=n1s Monitoring WiugasWidsSuwaawasu

wWiposkan Accessories

@ axnsadamdv q AlneddovAunrunmwila
@ UAudakgu sovSUMSUSULADIWULAU

@ Gadone uazludowans:nudas:uuidu

W Wouve Urlivauaavnasalu

) Jaquivusy uaznumu

https://www.saijai.tech/

AU1ANENIIAFaUTEUULINTN (ESIC) JuasansvuihdunsasradaussuulnihaunasgrunslulssmanazinsUszmea




IoT System & i N
) Information
2 Englneerlng

ELECTRI - . = ITL By 107 & Information Engineering
SYSTEM INSPECTOR ASSOCIATtON DUAL DEGREE School of Engineering KMIT[

s:uulvaiSwaduunavmwsau loT Sailai
nasydelkAIsasiIvaauidululaagivsiusu e

ANINUALNISTIINIAAUNS

veavifrud o

wWinaskan | f = s ), e - ' 49.0xwn 2961

@ Us:zkagamiwwh

@ s1ovivnvuiEsalng

P &= . » s
@ daavvie ludvwans:nuadas:uuldu

https://www.saijai.tech/

AU1ANENIIAFaUTEUULINTN (ESIC)




IoT System &

Information

Engineerlng
- [KMITL|

sssssss n. 10T ENGINEERING By loT & Information Engineering KM'TI.
DUAL DEGREE PROGH /M School of Engineering

|0-40% Reduce Energy > 30% Reduce Operational Extending Lifetime & Good Energy & Environment
Costs Costs Quality Lift Sustainability

Ref: https://xten-technology.com/
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Top emission by type

Top 5 greenhouse gas emissions by 2024, classified
according to data within the entire system The type
with the highest greenhouse gas emissions is vehicles,
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Environment Social Governance

The environmental goal is to

achieve 100% The social goal is to achieve 100% The governance goal is to achieve 100%
0 - | | i [\ ;
60 /o B The goal has been achieved 60%. y© The goal has been achieved 75%. 66 /o W The goal has been achieved 66%.
10 CoR o CoR Pending for another 25% to b 0 CoR Pending for another 34% to b
y ending for another 25% to be ending for another 34% to be
aP:rr:gcegdfor another 40% to be achieved achieved
Emission GHGs W scope1,2,3 Reduction M scope1,2,3 :
ESG Rating Test
kgCO2e kgCO2e
1000k 1000k
500k 500k
250k 250k
100k 100k ESG Rating test
ESG Rating test it is a rough ESG Rating evaluation using current
information from the system to evaluate the score before actually
50k ; : i i 50k evaluating it.
I score received is 80 point. Rank AAA
0 0
2020 2021 2022 2023 2024 2020 2021 2022 2023 2024
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