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Railway Safety Standard

• EN 50126 (IEC 62278): Reliability, 
Availability, Maintainability, and 
Safety (RAMS)

To provide a general overview and outline 
the main planning activities in safety-
related rail development. 

• Overview of  European directives and 
standards in the railway signalling 
technology and their definitions.

• Elements of  RAMS and affecting factors

• Risk / Risk Analysis

• Safety Integrity

• Life Cycle Model



Phase 3: Risk Analysis and Evaluation

Objective: 
• Identify and classify hazards associated with the system

• Select Risk Acceptance principle

• Define and apply risk acceptance criteria

• Assess risk

• Establish a process for on-going risk assessment

Safety Activities:
• Perform Risk analysis

• Establish Hazard Log

• Update safety plan

• Establish Independent Safety Assessment (ISA) Plan

SHA IHA

OSHA HZL



Phase 3: Risk Analysis and Evaluation

▪ If  the risk analysis identified cases with risk 

"broadly acceptable", there is no need to 

specify further requirements for those cases.

▪ If  the risk analysis concluded that a risk is not 

"broadly acceptable”, the risk analysis activity 

shall be continued by choosing and applying a 

‘Risk Acceptance Principle’ (RAP), before 

applying risk evaluation.

The three risk acceptance principles are:

• use of  Code of  Practice (CoP);

• comparison with a similar system as a reference;

• Explicit risk estimation (ERE) (qualitative or 

quantitative).



Reference: Szkoda and Satora (2019), The application of failure mode and effect analysis (FMEA) doe the risk 

assessment of changes in the maintenance system of railway vehicles

Risk Analysis: Hazard Identification

• Hazard and Operability Study (HAZOP) is often 

used as a technique for identifying potential 

hazards in a system and identifying operability 

problems likely to lead to nonconforming products. 

HAZOP is based on a theory assuming 

risk events are caused by deviations from 

design or operating intentions. 



Risk Analysis: Hazard Identification

Reference: Hwang et al. (2016)

Factor Guideword Possible Hazard Hazard Description

Leading train Position No Collision between trains The minimum safe distance and 

the actual distance between trains 

cannot be calculated (No MA).

Guidewords

• No, Late, Incorrect

• Longer, Shorter

• Higher, Lower

• Etc.



Risk Analysis: Hazard Identification



Risk Analysis: Hazard Identification



Categories of  the probability Hazard Frequency (O) 

Reference: Szkoda and Satora (2019), The application of failure mode and effect analysis (FMEA) doe the risk 

assessment of changes in the maintenance system of railway vehicles

Risk Evaluation



Categories of  Hazard Severity (S)

Reference: Szkoda and Satora (2019), The application of failure mode and effect analysis (FMEA) doe the risk 

assessment of changes in the maintenance system of railway vehicles

Risk Evaluation



Reference: Szkoda and Satora (2019), The application of failure mode and effect analysis (FMEA) doe the risk 

assessment of changes in the maintenance system of railway vehicles

Risk Assessment

Risk Evaluation



Risk Evaluation

Reference: Szkoda and Satora (2019), The application of failure mode and effect analysis (FMEA) doe the risk 

assessment of changes in the maintenance system of railway vehicles

Risk Acceptance Matrix



Phase 3: Risk Analysis and Evaluation

To identify hazards:

• System Hazard Analysis (SHA)

• Interface Hazard Analysis (IHA)

• Operational Hazard Analysis (OHA)

These hazard analysis including PHA will be included in 

Hazard Log for managing risks of  the project

SHA IHA

OHA HZL



Phase 3: Risk Analysis and Evaluation

System Hazard Analysis (SHA)

• The System Hazard Analysis (SHA) report is required for the design phase of  V life 
cycle of  the project.

• The purpose of  the SHA is to record hazards identified during the design phase that 
are relevant to the full system.

• Identify the hazards associated with the correct and incorrect operation and non-
operation of  the system.

• Considering the individual subsystems. 

• The SHA scope will cover all the functions of  the signalling system. The results of  
the assessment will be used for the identification and allocation of  SILs to the function 
of  the subsystems.

• The SHA covers Normal mode, Manual mode with ATP, Manual mode.

• HAZOP is used to identify hazards

SHA



Phase 3: Risk Analysis and Evaluation

SHA



Phase 3: Risk Analysis and Evaluation

Interface Hazard Analysis (IHA)

• Identify hazards associated with system/subsystem interfaces.

•  The IHA allows the identification of  the hazards related to the 
interface (Internal and External Interfaces between subsystems). 

• The hazards will be classified into three categories including 
• Safety Critical (SC), 

• Safety Related (SR), and 

• Non-Safety (NR).

• The analysis will identify components and equipment whose 
behaviour could result in an interface hazard. 

• HAZOP is used to identify hazards.

IHA



Phase 3: Risk Analysis and Evaluation

Operational Hazard Analysis (OHA)

• Identify those hazards associated with any task that may be undertaken by 
operation and support personnel. 

• The analysis will be based on Operational and Maintenance procedures.

• The analysis will also identify the specific nature and duration of  actions that 
occur under hazardous conditions during the various stages of  in-service usage 
such as testing, installation, migration, modifications, maintenance, support, 
transportation, servicing, storage operation and training.

• Identify necessary actions or countermeasures to eliminate or to adequately 
reduce risk to an acceptable level.

• HAZOP or FMEA are used to determine risks

OHA



Phase 3: Risk Analysis and Evaluation

OSHA

HL

01

HL

02

HL

03



Phase 3: Risk Analysis and Evaluation

Hazard Analysis

- Preliminary Hazard Analysis (PHA)

- System Hazard Analysis (SHA)

- Interface Hazard Analysis (IHA)

- Operational Hazard Analysis (OHA)

Hazard Log 

- Hazard situations

- Hazard causes

- Hazard effects

- Initial risk level (pre-mitigated)

- Mitigation measures

- Final risk level (post-mitigated)

Example of  Hazard Log



Phase 3: Risk 
Analysis and 
Evaluation

Example: Hazard Log 

Stopping distance is shorter 

than minimum safe distance



SIL allocation report (SILA)

Phase 3: Risk Analysis and Evaluation

SILA

The Objective of  this report is to demonstrate 

systematic approaches to confirm the SIL 

Allocation to the subsystems

Safety integrity is principally a function attribution and 

not physical one. A creditable system approach and 

process for the determination of  the safety integrity 

requirements and associated evidence for its 

achievement by a product, process, sub-system or 

system is necessary to ensure expectations are 

managed and delivered by objective analysis.

IEC 61508 proposed a risk-graph approach to 

determine SIL level for a function based on the 

analysis of

• Consequence (C) 

• Frequency (F) exposure time risk parameter,

• Possibility (P) of  failing to avoid hazard risk 

Parameter

• Probability of  the unwanted occurrence (W). 



Phase 3: Risk Analysis and Evaluation
Allocating SIL to Safety Function:

▪ When the failure of  the function occurs (i.e., the corresponding safety 

requirement is not fulfilled) and it 

potentially leads directly to a severity “Catastrophic” accident, the corresponding 

function is SIL4. 

▪ When the failure of  the function occurs and it potentially leads directly to a 

severity “Critical” accident, 

the corresponding function is SIL3.

▪ Can lead to Undesirable Risk, the function is SIL2.

▪ Can lead to Acceptable Risk, the function is SIL1.

▪ When the failure of  the function occurs and it does not lead to an accident, 

even combined with other 

independent function failure, the corresponding function is SIL0 (no safety related 

function).

SILA



Safety Critical Item List (SCIL)

Phase 3: Risk Analysis and Evaluation

SCIL

▪  Identifying the safety critical items in the respective subsystem design



Safety Critical Item List (SCIL)

Phase 3: Risk Analysis and Evaluation

SCIL



Safety Critical Item List (SCIL)

Phase 3: Risk Analysis and Evaluation

SCIL



Phase 3: Risk Analysis and Evaluation

Fault Tree Analysis (FTA) report

▪ The purpose of  this report is to demonstrate that the system reaches the contractual safety target. 

▪ This analysis aims to gather and link the causes leading to each hazard identified at the boundary of  the 

system (identifying the complete list of  multiple faults scenarios leading to a hazard). 

▪ It is also used to quantify the achieved safety target for the project. 

▪ The Safety target for the Signalling and Train Control System as the probability of  wrong side failure 

shall be less than 10-9 per train operating hour (SIL4). 



Phase 3: Risk Analysis and Evaluation

Subsystem SIL

VATP 4

RATP 4

OCS 4

VATO 0

RATO 0

PDCU 4

ATS 0

TWS 0

DTS 0

1E-9 1E-11 1E-10 1E-9

1E-9Fault Tree Analysis (FTA) report



Qi = [(Taui × FRi)/2] + (FRi×MTTRi) 

For AND Gate: W = QAWB + QBWA

For Or Gate: W = WA + WB

For AND Gate: Q = QA × QB

For Or Gate: Q = QA + QB

FRi = 1/MTBFi 

Failure rate of  an event/situation Unavailability rate of  an event/situation

Failure rate of  an equipment/item Unavailability rate of  an equipment/item

Fault Tree Analysis: Calculation

Note: MTBF is the Mean Time Between Failure of  an item
           Mean Time To Failure (MTTF) is used for Non-repairable item



Phase 4: Specific of  System Requirements

Objective: 

• Specify the overall Safety Requirement of  the system.

• Specify the overall demonstration process and criteria for acceptance of  safety of  

the system

Safety Activities:

• Establish Safety Requirement Specification

• Establish Safety Related Application Condition (SRAC) 

• Update hazard log

• Update safety plan

• Establish validation plan for safety requirements



Phase 4: Specific of  System Requirements

IEC 62290 – 3 Railway applications – Urban guided transport management and

command/control systems –

Part 3: System requirements specification



Phase 4: Specific of  System Requirements

Example Communication Failure (VATP – RATP)

Safety Related Requirement

Requirement 1

When the RATP has declared the train 

communication failed, then the RATP shall send a 

service brake command to the VATP.

Requirement 2

When the VATP receives a service brake request 

from RATP, then the VATP shall enforce a service 

brake stop by imposing a conflict point at Service 

Brake distance plus a configurable margin.

Non- Safety Related Requirement

Requirement 1

If  the RATP stops receiving valid location updates from a train 

for a specified period, then the RATP shall declare the train 

"communication failed".

Requirement 2

When the RATP has declared the train communication failed, then 

the RATP shall maintain the protection of  the communication 

failed train within the VO assigned to the train at communication 

failure.

Requirement 3

When the RATP has declared the train communication failed, then 

the RATP shall maintain route locking within the VO of  a 

communication failed train.



Q&A

Thank you
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