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Baud rate
4 850/1900 MHz
7~ _.\ 900/1800 MHz
Mbps Wi-Fi /BT .Callular
™
9 @ Esm- 46:;}# 5G
L [ﬂﬁ% 46'3 NB-OT
Kbps $
s 24GHz o
Short Range LPWAN
: - MBus
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Six principles of loT Cyber Security across the stack

* 3 : " .
User Device(s) ‘ Gateway Connection Cloud Applications
loT Jop .
Solution _ , Q—‘ — . - ﬁ :
Elements - {7 Ie) ' ' ' Analytics | '
C-”) ¥ o Platfarm | SCM PLM
A. Secure Device (Hardware) B. Secure Communications C. Secure Cloud
o Device intelligence ODevice initiated connections 9 Identification, authentication
Important . . and encryption
Edge processin Messaging control
Security o BEP g o Eing

Principles

D. Secure Lifecycle Management

oﬁemnte control and updates of devices

Ref: https://iot-analytics.com/
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*ISO/IEC 30141: loT Reference Architecture

*ISO/IEC 27001: Information Security Management System

*ISO/IEC 20924: Internet of Things (loT) — Vocabulary

ISO/IEC 30161-1 |oT — Data exchange and sharing for devices and platforms
ISO/IEC 30149 IoT — Trustworthiness framework

*ISO/IEC 30111 Vulnerability handling processes

ISO/IEC 27030 Security and privacy for loT

ISO/IEC 21823 IloT — Interoperability for 0T systems

*ISO/IEC TR 23188: loT — Edge computing landscape

*IEC 62443: Cybersecurity for Industrial Automation and Control Systems
*NIST SP 800-213: loT Device Cybersecurity Guidance

*ETSI EN 303 645: Cybersecurity standard for consumer loT

ISO/IEC 22989 Artificial Intelligence — Concepts and terminology
ISO/IEC 23053 Framework for Al systems using machine learning
*ISO/IEC 23894 Al — Risk Management

ISO/IEC 42001 Al Management System (AIMS)

*ISO/IEC TR 24028 Trustworthiness in Al
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Supported data

Voltage

Current

Active Power
Reactive Power
Apparent Power
Energy

Power Factor
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Ref: https://www.pea.co.th/about-pea/sgi/data-analytics/DTMS

®* Frequency

® Harmonics Voltage/Current
* Unbalance Voltage/Current
® Ambient Temperature

® Transformer Temperature
® Qil Temperature

® [Events
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Clock Modie Platform Dashboard/
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[ Protection Device ]

* Body (Attribute
/Measurement)

* Data point

* Interface
(MQTT/REST)

* Monitoring
* Analytics
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TRANSFORMER POWER OPTIMIZER (TPO)
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Monitor - Real Time Load
e GlumsAur Non-Tech Loss
AdUszansnwnda
e 1Kuwnanssumsislw ua: Load
Profile 25v lawa:zidoa
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TPO

Automatic Balance Real-Power
e unludeyry Unbalance
vavkuaulavla 100%
e USu PF wWu wnina 100%
e aa Load Loss vavkuUaudavla

volde: >
e dodayawnsuu DTMS Tuld W
(Sta nd‘alone) Ref: PQASVG Static VAR Generator with Harmonic Filtering Function
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On Load Automatic Regulator
Transformer + DTMs (OLART+D)

DTMS
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© BALANCE REAL POWER
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